ELIJAH LITTLE

CYBERSECURITY ANALYST | SECURITY OPERATIONS | IDENTITY & ACCESS MANAGEMENT

ACTIVE SECRET CLEARANCE (current through 2031) e Available July 2027 e Newport News, VA (open to relocation)
elijahlittle.com e github.com/FujimotoFC e linkedin.com/in/elijah-little-672a0935a

LIVE PORTFOLIO — elijahlittle.com

A production AWS site | architected, built, and deployed myself — serverless visitor counter, interactive Al demo, and write-ups of every
project below. The fastest way to see how | work.

PROFESSIONAL SUMMARY

U.S. Army Information Technology Specialist with 5+ years running enterprise IT for a 500-person organization. Day-to-day work spans 280+ endpoints,
Active Directory and PKI credential management, Microsoft Intune, Microsoft 365, and networking. CompTIA Security+ certified with hands-on,
publicly documented AWS and Kubernetes engineering at elijahlittle.com. Transitioning from active duty in July 2027 and targeting SOC Analyst,
Security Engineer, and Security Architect roles.

CORE SKILLS
Cloud & DevOps AWS (S3, CloudFront, Route 53, Lambda, APl Gateway, DynamoDB, IAM) e Docker e Kubernetes e GitOps / Argo CD e CI-CD
pipelines e Git & GitHub
Security & Identity CompTIA Security+ e Incident containment & remediation e Trellix endpoint security e PKI and derived credentials (DoD
Purebred agent) e ICAM / access provisioning (DD 2875 SAAR) e Least-privilege access ¢ MFA e Policy-as-code (Kyverno)
Systems & Support Windows e Linux e Active Directory & Group Policy ® SCCM / Configuration Manager e Microsoft Intune (MDM) e Microsoft
365 e ServiceNow (AESMP) incident & asset management e PXE imaging (NIPR / SIPR)
Networking & Dev TCP/IP e Routing & switching e VSAT / field connectivity e Python e REST APIs ¢ HTML / CSS / JavaScript
PROFESSIONAL EXPERIENCE
U.S. ARMY — Information Technology Specialist (25B) Nov 2021 - Present

Fort Eustis, Virginia | Camp Humphreys, South Korea | Active Duty
® Provide full-stack IT support by phone and in person for approximately 280 computers and 500 personnel — the internal help desk, systems, and
network troubleshooting team for the organization, in a 24/7 environment.

® Contain and remediate infected and vulnerable endpoints: isolate machines from the network, reimage, and apply Trellix endpoint security
policies before returning them to secure, compliant service.

* Serve as a certified DoD Purebred agent, provisioning PKI derived credentials to government iPhones enrolled in Microsoft Intune (AUDS) so users
can sign and encrypt without a smart card.

* Support the Army’s ICAM program end to end: validate and upload DD Form 2875 (SAAR) access authorizations, provision accounts and group
membership in Active Directory at the approved level of access, and troubleshoot CAC certificate logins and multifactor authentication, enforcing
least privilege.

* |mage and provision workstations on NIPRNet and SIPRNet: PXE-deploy the OS, verify MAC authorization for network access control (MAB), place

computer objects in the correct Active Directory OU, force Group Policy, run SCCM client actions, and enforce Trellix policies and security updates
before handoff.

* Document, triage, and escalate incidents in ServiceNow (AESMP); track hardware assets.

* Support Microsoft 365 (Outlook, Teams, Word, Excel, PowerPoint, OneDrive) and Adobe Acrobat; install printer, network, and peripheral drivers;
and explain fixes clearly to non-technical users where downtime is not an option.

* Removed and physically destroyed hard drives and SSDs from decommissioned computers per DoDl 8500.01 and DoDM 4160.21 media
sanitization requirements, protecting sensitive data through end of life.

* Track and enforce annual Cyber Awareness training and IT policy compliance for all 500 personnel.
® Supervise and train junior IT personnel on troubleshooting, account provisioning, and ticketing procedures.
* Maintain satellite and field connectivity (VSAT) for teams in remote locations.

CLOUD & ENGINEERING PROJECTS

AWS Cloud Portfolio Platform — elijahlittle.com | github.com/FujimotoFC

* Architected and deployed a fully serverless site on AWS: S3 origin secured with CloudFront Origin Access Control, Route 53 DNS, HTTPS end to end.
* Built a live visitor counter using APl Gateway — Lambda — DynamoDB and integrated an interactive Al demo.

* Diagnosed and fixed production issues: CORS, 403/AccessDenied, Lambda errors, CloudFront caching.

Internal Developer Platform (IDP) | github.com/FujimotoFC/idp-platform

* Built a self-service platform where a single git push deploys a service to Kubernetes.

* |Implemented GitOps delivery with Argo CD (auto-sync, self-heal, prune), plus a reusable “golden path” service template so new services start
compliant by default.

* Added Kyverno policy-as-code admission control to block non-compliant workloads before they reach the cluster.
EDUCATION & CERTIFICATION

* University of Maryland Global Campus — B.S., Cybersecurity Technology (in progress) - 47 credits completed
* Associate of Arts, General Studies - Computer Studies (in progress) - 32 credits completed
* CompTIA Security+ (SY0-701), June 2026 - IBM Cybersecurity Fundamentals - Cisco Networking Academy labs (Packet Tracer)

Elijah Little — Cybersecurity / Cloud Engineering Resume elijahlittle.com



